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PRODUCT OVERVIEW

SIT XTERNAL | AUTOMATED EXTERNAL SECURITY CHECKS

See what is exposed to the internet.

Fix it before someone exploits it.

SIT Xternal automatically and repeatedly checks which parts of your IT environment are visible from the
internet. You see exposed systems and services, relevant vulnerabilities and what to fix first. No installation,
internal network access or credentials are required. SIT is a Swedish company and the technology is
developed in Sweden.

FROM THE OUTSIDE IN

You know what should be visible from the internet. SIT Xternal shows what

actually is.

New systems, services, cloud resources and configuration changes alter your internet exposure. SIT Xternal repeats the
same external checks and shows what has appeared, changed or disappeared.

Find what is exposed

SIT Xternal discovers systems and services reachable from the
internet and gives you an up-to-date view of your exposure.

Identify conditions for an initial foothold

SIT considers known exploits and shows which exposed
weaknesses create the conditions for an initial foothold.

FROM INTERNET EXPOSURE TO THE RIGHT ACTION
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MAP PRIORITISE
Find systems and services visible
from the internet and identify
relevant vulnerabilities.

Consider known exploits and the
conditions for an initial foothold.

Automatic and recurring

Once you have defined what to include, SIT Xternal runs automatically
and repeatedly. No installation in your internal environment, internal
access or credentials are required.

Each new run shows what has appeared, changed or disappeared.

Use manual penetration testing more effectively

Find relevant vulnerabilities

SIT analyses exposed systems and services and identifies
relevant vulnerabilities.

Track changes over time

The same checks are repeated so you see new exposure,
changes and anything no longer visible from the internet.

REPORT REMEDIATE
Show what to fix first and what has You or your provider take action. The

changed. next check shows the impact.

Xternal + Appliance

e Qutside. SIT Xternal shows what is visible from the internet, relevant
vulnerabilities, the conditions for an initial foothold and what to fix first.
¢ Inside. SIT Appliance builds a detailed view of your internal
environment, identifies relevant vulnerabilities and uses attack chain
context to set priorities.

® Together. Results are combined into one coherent assessment and
stored locally on your premises. SIT Xternal contributes its own
component to the combined SIT Risk Index.

Xternal automates recurring external checks. This lets you focus manual penetration testing and specialist time on deeper analysis
tailored to the situation. Xternal does not replace manual penetration testing. It helps you use it where it adds the most value.
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